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e Hackerek hackelik a halozatot
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Italy sets perilous precedent
for EU|Jon Henley
UK’s National Cybersecurity Centre warned of connections ‘from
multiple UK IP addresses to state-sponsored threats’, according to
reports
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Move aside sideboob, ‘hip
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The UK energy sector is likely to have been targeted and probably
compromised by nation-state hackers, according to a memo from Britain’s
National Cybersecurity Centre.
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A Dragonfly 2.0 kampany

Cyber Attacks on
the Energy Sector

Motives

=
a

Confirmed Targets

SWITZERLAND

> UNITED STATES JURKEX

Methods of Attack

Intelligence Gathering u Spear Phishing Emails

Sabotage H Trojanized Software

@ Watering Hole Websites

@Symantec. Copyright © Symantec Corporation

2015-ben kezd6dé, elsdsorban informaciogyjté kartékony
kod kampany, potencialis szabotazs lehet6ségekkel.

Az USA belbiztonsagi minisztériuma (Department of
Homeland Security) szerint orosz allami aktorok allnak a
tamadas mogott.

De persze a kutatd mindig 6vatos az ilyen attribucioval, mert:

— Az attribucid politikai dontés eredménye (Id. USA-Oroszorszag
viszony)

— A bizonyitékok vagy kozvetettek vagy mindsitett adatokra
vezethet6k vissza

— Maiszaki védelmi szempontbdl kevésbé lényeges a tamado
személye, érdekes viszont az elkOvetés motivacioja és modija
~While Symantec cannot definitively determine Dragonfly’s
origins, this is clearly an accomplished attack group. It is
capable of compromising targeted organizations through a
variety of methods; can steal credentials to traverse targeted
networks; and has a range of malware tools available to it,
some of which appear to have been custom developed.
Dragonfly is a highly focused group, carrying out targeted
attacks on energy sector targets since at least 2011, with a
renewed ramping up of activity observed in the last year.”
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JO az, ha ezt mas is
latja?
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Kiberkémkedés
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“Mert ha egyszer az RDP és a HMI talalkozik. ..
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~=A-HMI a kiberbiztonsagi szakerto szemeében

* A HMI egy olyan szamitogep,
amil.
Rosszul megirt szoftvert futtat,

— Eqgy frissités nélkuli, elavult
operacios rendszeren,

— Latszolag szeparaltan, megis
halbézatra kotve

— Harmadik felek altal elérhet6
modon

Egy olyan halézatban, ahol az

iInformaciobiztonsagi alapelvek nem

feltétlenul teljesulnek.

* Ahogy azt a Shodan.io keresesi
eredmenyei is bizonyitjak.

#% SHODAN

d designs

X;

Explore Developer Pricing Enterprise Access

XZERES Wind Turbine

& manufactures / s for small wind turbine market

#iiodbus

Maodbus is a pepular protocol for industrial control systems
(ICS). It provides easy. raw access to the control system
without requiring any authentication.

Explore Modbus

TRiD!UM

The Fox protoco seloped as part of the Niagara framework
from Tridium, is most n seen in building automation
systems (offices, libraries, sities, etc.)

Explore Niagara Fox

@

Service Request Transport Protocol (GE-SRTP) protocol is
developed by GE Intelligent Platforms (earlier GE Fanuc) for
transfer of data from PLCs.

Explore GE-SRTP

SIEMENS

57 (57 Communication) is a Siemens proprietary protocol that
runs between programmable logic controllers (PLCs) of the
Siemens S7 family.

Explore Siemens 57

9BACnet

BACnet is 2 communications protocol for building automation
and control networks. It v esigned to allow communication
of bui g automation anc ntrol systems for applications
such as heating, air-conditioning. lighting., and fire detection
systems.

Explore BACnet

PNEqp

The HART Communications Protocol (Highway Addressable
Remote Transducer Protocol) is an early implementation of
Fieldbus, & digital industrial automation protecel. Its most
notable advantage is that it can communicate over legacy
wiring

that control the
managing the air cond

Contact Us

n a nutshell, In

They're on: for
our office, the turbines at a

lant, the lighting at tre or the robots at a

dp

DNP3  (Distributed
communications pretocols used between compenents in

Network Protocol) is a set of

tems. Its main use is in utilities such as
ter companies.

process a
electric and

Explore DNP3

Etheri'et/IP

EtherNet/IP was introduced in 2001 and is an industrial
Ethernet network sclution available for manufacturing
automation,

Explore EtherNet/IP

[EIPHGRNIX
Leleonvact

PCWorx is a protocol and program by Phoenix Contact used
by a wide range of industries.

Explore PCWorx
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A szoftverek lyukasak

IPARI ES FOLYAMATIRANYITASI INFORMATIKAI RENDSZEREK BIZTONSAGAROL MAGYARUL.

 Nehany péelda a 2018. majus

16-i blogbejegyzesbal:

— Serulékenysegek Selix és GE

Healthcare rendszerekben
— Rockwell Automation

igrfleif:ySLSieSZZ/SGigHee:tlil;éI iockweIIAutomation és Icf(iyber?e'cur"ltiblo?;' FaCtoryTaIk ACtlva’tlon Manager
sérulekenységek
Sériilékenységek Selix és GE Healthcare rendszerekben - Kereses . _ SérUIe’kenySég ROCkWG”

Frsswpiok Automation Arena
rendszerekben

— Serulékenyseg MatrikonOPC
rendszerekben

Cimkék
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e A gépek halozaton vannak

* A modositott NotPetya malware-t egy mérnoki halézatban
engedték szabadon és semmilyen jogosultsagot nem kapott a
hal6zaton talalhatd eszkozokon.

 Els6 korben a moédositott malware harom, az EternalBlue
sérulékenység ellen nem patch-elt szamitogépet talalt.

* A malware-be kodolt exploit-ot hasznalva a NotPetya
mindharom sérulékeny szamitégépen kernel szint
jogosultsagot szerzett, majd ezzel a jogosultsaggal
megfertézte ezeket a szamitdgepeket.

« Tiz percen belul az els6 harom szamitogéproél szerzett
felhasznaldnevekkel és jelszavakkal a teljes mérnoki
halbzatot atfésulte tovabbi megfertézhet6 eszk6zoket
keresve.

« Két tovabbi perccel késébb a malware atvette az uralmat a
teljes tartomany felett.

A mddositott NotPetya nagyjabdl 45 perc alatt 107
szamitdgép felett szerzett iranyitast, miel6tt az NCC Group
ugyfele aktivalta volna a beépitett leallito és eltavolitd
funkciot.

 Forras:
http://icscybersec.blog.hu/2018/04/14/notpetya_terjedesi_tesz
tek _ipari_kornyezetekben
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w-Semmi gond, lesz ez meg rosszabb!

Win32/Industroyer: a new threat for
industrial control systems

Win32/Industroyer is a sophisticated piece of malware designed to disrupt
the working processes of industrial control systems (IC5S), specifically
ndustrial control systems used in electrical substations.

Those behind the Win32/Industroyer malware have a deep knowledge

and understanding of industrial control systems and, specifically, the
ndustrial protocols used in electric power systems. Mareover, it seems very
unlikely anyone could write and test such malware without access to the
specialized equipment used in the specific, targeted industrial environment.
Support for four different industrial control protocols, specified in the
standards listed below, has been implemented by the malware authors:

« |EC 60O870-5-101 (aka IEC101)

+ |EC 60870-5-104 (aka IEC 104)
« |EC 61850
* (OLE for Process Control Data Access (OPC DA)

In addition to all that, the malware authors also wrote a tool that
mplements a denial-of-service (DoS) attack against a particular family of
protection relays, specifically the Siemens SIPROTEC range.

All this considered, the Win32/Industroyer malware authors show an
ntensive focus that suggests they are highly specialized in industrial
control systems.

Szamos ,régi’, kiberbiztonsagi
szempontbol sebezheto rendszer
van.

Jonnek az uj, loT jellegl megoldas
(Id. ,industrial cloud” by GE) -> tobb
IT eszkoz, tobb potencialis hibaval.

Van motivacio, azaz van eré6forras
az energiaellato rendszerek
sebezhet6segeinek feltarasara.

A nemzetkozi biztonsagpolitikal
rendszer nem készult fel ennek a
kihivasnak a kezelésére.
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Asset control is at risk

A megoldas — a GE szerint

Traditional IT security approaches are not effective at
protecting ICS environments

IT security
solutions don’t

IT security
solutions do
not deliverICS

@)
Oy
00

recognize ICS

commands and protocols

Choose a security solution
that inspects ICS network
traffic at bit and byte levels.

Act now

c/—/)

Gain full visibility into
your environment

Identify all ICS network traffic
and its sources.

vulnerability signatures

Select a security solution
with long-lasting protection
that attackers can't easily

bypass with exploit variants.

Protect your ICS environments

O—
~ -
L.—(

Understand your

“normal traffic” patterns

IT segmentation
neglects

I

requirements

ICS zoning

Deploy a security solution that
enfarces granular ICS security
policy between zones, not just
physical network separation.

I

Set policies to
block and stop

Create context awareness using

information about the processes,
workflows, and environments of

devices and controllers.

Establish context-rich
security monitoring of
ICS commands, and act
on flagged abnormalities.
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Mi var rank?

* Meg tobb szabalyozas:  Célzott miszaki megoldasok:
— Vallalati — Jobb gyartdi szolgaltatasok
— |paragi — ,_,Kor_nrr.?ersz” informécic’)bizt.onség
_ Allami: NERC CIP, NISD, Ibtv. g cien & HHe
* Komolyabb biztonsagpolitikai _ Célzott ICS/SCADA biztonsag
garanciak: megoldasok
— A Genfi Egyezmény betartatasa  * Az Uzembiztonsag és a
— Kibertér, mint a hadviselés kiberbiztonsag konvergalasa
otodik szintere — Parbeszéd a villamosmeérnokok és

az informatikusok kozott...
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A kiberbiztonsagi kihivasok
jellemzben az utolsé Windows-0s
gepig tartanak

Innen viszont mar lehet iranyitani
az ipari rendszereket

A cel inkabb informaciogydjtés,
mint beavatkozas

De a beavatkozast lehetdveé tevd
kartevok is megjelentek

Mint pl. a kibermodkus, aki az elmult
evekben 1141 esetben okozott
aramkimaradast a vilagon...

Osszefoglalas

‘\1‘,"1,118 QUIp, R,
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E-mail: krasznay.csaba@uni-nke.hu
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