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Topics that dominate the power supply —
already now and increasingly in the future

Decentralization Resilience

Decarbonization Efficiency

Digitalization Sustainability
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We support you

\  Resilience: create the most resilient and secure power grids
=2\ with our products

Py
>

Efficiency: we challenge all other solutions with faster and more
consistent engineering

(8)

—=*  Sustainability: use our technology to achieve climate targets
Q and create a sustainable company
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Process Bus with Conventional Instrument Transformers

Past
Control Center
Substation D
Controller A—
Station bus
Parallel wiring
Control room
Now

Control Center

Substation D

Controller
Merging Ethernet Station bus

Unit |IEC 61850-9-2

Process bus based on IEC61850-9-2

IEC 61850

Digital signals

Control room
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Low-power Instrument Transformers — Implementation GIS

Sensor wiring

SIEMEN IS SIEMENS SIEMENS

1 :
Analog signals IEC 61850-8-1
@ IEC 61850-9-2

QLY : ]
5E8

|-== :

Protection and Control

Devices Siprotec 5 or
Universal Device 7SX85

Merging Unit
6MUS8S5 or 7SX85
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AIS Switchgears with Trench
Current Measurement

Optical
Sensor

IEC 61850-8-1
IEC 61850-9-2

Merglng Un|t

Sa. RC - Dividers |

Protectlon and Control




Principle and benefits of process bus

I I I Protection devices

Process Bus

X

X
q

JV \ 4 \ 4
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Central protection for small substations
SIPROTEC 7SX85 and SIPROTEC 7SS85
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Central protection for small substations
Mix of analog measurements and SMV'’s
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IEC 61850 busbar voltage distribution loop
Efficient and elegant distribution of voltage measurement for e.g. synchro check

Use me to control
the animation
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Highly integrated Process Bus solution
Integration into Substation Automation System
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Future Inside — Universal Relay

\ l /SA86
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Several
basic
modules
on stock

1/6 Module
1/6 Module
1/6 Module
1/6 Module

18 type specific device functionalities
covered!

SIPROTEC
7S5X85 base
module with
minimum
functionality
on stock

SIEMENS

1/6 Module
1/6 Module
1/6 Module
1/6 Module
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How do we do 1t?

By continuing the SICAM A8000 success story with the next step
In evolution!

@
« e
SICAMS SICAM 8 — Power Automation Platform

_-\_Pm:vlerAut(jmaticzr‘lgatfotm ; . With increased Scalability!
o O
& ®
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How do we do 1t?

With software that can be used on different hardware with Linux
operating system!
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SICAM S8000 -
Part of SICAM 8 — Software Solution



SICAM S8000

Page 20

Unrestricted | © Siemens 2023

(

N\
>

N p
SICAM S8000 Appl | App?2
RTU | PLC | App3
_
)
Universal for all
sl e applications in the field of
Core

:
P
2ol

S ~
Ps I
®
|‘m 4 ‘
. 4 ] | —
g7, ,‘ 3 A ) ™ G5 o .}

power supply

Runs on IPC and
SICAM A8000 hardware
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SIPROTEC DigitalTwin
Any time and everywhere

Before updatin

Before starti

Before b

Even before p
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https://new.siemens.com/global/en/products/energy/energy-automation-and-smart-grid/protection-relays-and-control/engineering-tools-for-protection/virtual-testing-of-siprotec-5-protection-devices-in-the-cloud-siprotect-digitaltwin.html

SIPROTEC Digital Twin (QZ;

Our digital replica of a protection relay

« Hardware free testing supporting all
SIPROTEC 5 firmware versions

o - Saves time and resources — protection relay
configurations can be pre-tested even before
equipment ordering

* Possibility to test CFC, GOOSE and replay
disturbance recorders

* Integration test with third party devices
through the VPN connection

Comtrade Viewer DIGSI & IEC Browser IEC 61850 System SIGRA 4 SIPROTEC Tools SICAM PAS UI - SICAM PAS UI -
Configurator Configuration Operation
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SIPROTEC Dashboard
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SIPROTEC Dashboard answers your questions

Do | instantly see location and tripping details of your grid faults?

How long does it take to notice events in my protection devices?

How can | access immediately my fault records for root
cause analysis?

What are the contact conditions of my circuit breakers?

Is the firmware in our devices up-to-date or is there a cyber
security problem?
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SIPROTEC Dashboard
Technical Setup

Control center SCADA

~ ‘ SPECTRUM power

Station ﬂ
level
* - GridEdge

Latest Unacknowdedged Alarms

Searcr aiarms st

4 0iR 0 pe—

End-to-end cyber security

SIPROTEC 5 SIPROTEC 4 SIPROTEC Reyrolle 5
Compact
. 3rd
Fleld Party =omo=
level

SIEMENS

Page 26 Restricted | © Siemens 2023



SIPROTEC Dashboard
All relevant protection device information in your pocket

Grid spanning Fault
Management and Analysis

+ Fault notification and analysis o~
presented in a map view of the 4
complete grid o

» 24/7 fault record analysis to localize

OPEX savings

* Improved grid profitability based on

@ circuit breaker condition monitoring
* Reduced OPEX by quick and efficient
grid spanning fault log analysis

incidents/ faults in a fast and reliable [ s e + Reduced OPEX by preventing outages
way =
ircuit Breaker Condition RE— — E
“Cn Cl.jtt : ELOIF L L - e f'\ Event Report
onitorin B | e _
: .g " % . e el | St 3= il . e o « 24]/7 transparency of relay trips
 24/7 Circuit breaker condition s = e el ~ and Fault Logs
montoring - . A = » Fault Record/ COMTRADE
« Benchmarking enables the user to e e L -on visualization & download option
identify circuit breaker performance e = )

. * Benchmarking of Fault Records
issues at an early stage

Protection Device % \/ w E-mail or SMS notifications
Management E-mail or SMS notifications for fast fault
« Live visualization of protection clearance

device measured values & benchmarking

Protection device information and
health status monitoring

+ Fault Logs and settings
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Enables power grid operators to manage SIPROTEC,
Reyrolle and even 3rd party devices
Optimize their operation and maintenance activities

Dashboard overview screen with — Fault record and fault log root
multiple views: cause analysis
* Map view of your complete grid — Device firmware cross-check
incl. alarms/ trips — Setting changes analysis
- Station view
- Device and measurement data Basic CB Condition Monitoring:
view * |12t circuit breaker statistics

: : : Contact wear status
Consolidated list of grid events:

* Trips

* Fault records (COMTRADE)
* Asset information

« Condition monitoring insights

Operation counter

Inactivity
Statistic analysis

SIEMENS
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Cyber Security

Client authorization: Customer-issued
Client certificate in the Windows User
account

Only DIGSI 5 installations that connect using certificates
signed by customer’s CA are permitted

Device-side support for role-based access control including P
central user management and emergency access -
Recording of security-relevant events and alarms \ | _,,-~u

i

over Syslog and in non-volatile security log in device

SICAM
GridPass Customer CA and

certificates can be
" issued using
SICAM GridPass

Confirmation codes for safety-critical operations

SIPROTEC 5 l‘

DIGS?

ther Windows users with DIGSI 5
without customer-issued certificates

Customer CA to sign the DIGSI 5 client certificates
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Cyber Security

Client authorization: Customer-issued Client certificate in the Windows User account

Mutually authenticated und encrypted communication between
DIGSI 5 and the SIPROTEC 5 device. Only DIGSI 5 installations that
connect using certificates signed by customer’'s CA are permitted

and Device-side support for role-based access control

s canbeissued  including central user management and emergency access
with SICAM GridPass

Recording of security-relevant events and alarms
over Syslog and in non-volatile security log in device

,,'/:/

Confirmation codes for safety-critical operations

Customer CA to sign the DIGSI 5 client certificates

No access is possible for other
windows users by DIGSI 5 without
certificates issued by the customer.
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Top Down Engmeering
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Top-Down-Engineering in IEC61850 - introduction

Basic idea

SST
System
Specification
Tool

SSD-file

SSD File

« System Specification Description

- Replaces other ,analog“ descriptions (excel-list,
drawings, etc.)

*  Vendor independent

Substation® Devices * Functional description
structure (IED) *  Machine readable

independent

Data types Network
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Top-Down-Engineering in IEC61850 — introduction
Structure of SSD file

| SubstationHumboldtstr110kvD01001_OverCurrent

| SubstationHumboldtstr1 10kvD02002_OverCurrent

.4 SubstationHumboldtstr1 10kVDO3CouplerD03_BayControl

Substation
structure

Devices

(IED)

Network Communication Specifications
*  Subnets

+ |P-addresses
- GOOSE

Data types
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Top-Down-Engineering in IEC61850 — introduction
How to make best use of it

System
Configuration Tool

“ Typicals

 ——— b} timeline
Typicals
with standard SIPROTEC 5 naming

New file type
import in DIGSI 5
SSD
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IEC 61850
Full digital Energy Automation System

7SX85 7SX85 7SX85 7SX85 7SX85 7SX85 7SX85 7SX85
S8000 Main 1 Main 2 Main1 Main 2 Main 1 Main 2 Main 1 Main 2 7KE85 7SS85
Main 1

I s 55 51

7SX85
Main 2

[7SX85
e fMain

S8000
e Main 2

| 1
| . |

This slide is animated and shows
either the SMV subscription or the
SMV publication by clicking on the

respective device.
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Digital Substation
Process Bus Overview

= e «--- MindSphere 7731"}""i-
' Apps and Data
Analytics
Station Firewall Substation Power Quality Management .
Level Automation Analysis of certificates .
loT
Interface

Station Bus

Protection Protection Fault EI Power Quality : Remote
Relay J Relay : Recorder Recorder Terminal Unit

« & Bay Controller

End-to-End Cyber Security

Process Bus

Process Merging Unit for Merging Unit f

Level conventional CT/NVTs | for LPIT (NCIT) ‘.
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| Contact

Published by Siemens

Smart Infrastructure
Electrification & Automation
MozartstraRe 31 C

91052 Erlangen

Germany

For the U.S. published by
Siemens Industry Inc.

100 Technology Drive
Alpharetta, GA 30005
United States

© Siemens 2022

Subject to changes and errors. The information given in this
document/video only contains general descriptions and/or
performance features which may not always specifically reflect those
described, or which may undergo modification in the course of
further development of the products. The requested performance
features are binding only when they are expressly agreed upon in
the concluded contract.

All product designations may be trademarks or other rights of
Siemens, its affiliated companies or other companies whose use by
third parties for their own purposes could violate the rights of the
respective owner.
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